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A method for applying a digital watermark to a content signal is disclosed. In 
accordance with such a method, a watermarking key is identified. The watermarking 
key includes a binary sequence and information describing application of that 
binary sequence to the content signal. The digital watermark is then encoded within 
the content signal at one or more locations determined by the watermarking key. 

65 Claims, 0 Drawing figures 
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TITLE: Method and system for digital watermarking 



Descri ption Par agraph (76) : 

Bandwidth rights instruments are likely to be highly localized to specific subnets. 
Especially since certain types of • connect ions may be available only from certain 
exchanges, and since failure probabilities are likely to vary with specific 
hardware, operating systems, and service providers. Additionally, the basic 
valuation equations above do not address telecommunic ati ons costs across various 
types of lines. This problem at least, might be solved by active maintenance of 
cost tables, designation codes for types of lines, and the designation of a low 
cost standard. The problem of moving rights between exchanges is made more 
difficult since supply/demand planning for one exchange will not translate to 
another, unless some means for interconnecting exchanges is developed, and exchange 
bandwidth planning is global. The race by many parties to link users to the 
INTERNET via varying access links (modem) including ISDN, POTs, cable, may further 
the need for common bandwidth pricing. What is clear is that the basic structure of 
the present invention would facilitate such planning to the benefit of all market 
participants: telecoms providers, INTERNET access companies, users and publishers 
as well as more general aggregators of content and bandwidth such as, phone 
companies, cable companies and satellite companies intending on providing services 
across multifarious line types. 



22. The method of claim 19, wherein said one or more references is selected from 
the group consisting of: a encode/decode algorithm which is capable of encoding and 
decoding bits of information directly to and from the content signal, a function 
which relates the sequence of binary numbers to the content signal; a function 
which assesses the frequency content of the content signal before embedding the at 
least one watermark; a function which is capable of encrypting and decrypting 
i nfo rmation contained in the at least one watermark, and a function which embeds 
into the content signal an informational signal which comprises information about 
the at least one watermark such that the informational signal may be used to 
correct any errors that may have been introduced into the at least one watermark. 
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ASSISTANT-EXAMINER: Sobutka; Philip J. 
ATTY-AGENT-FIRM: DeMont & Breyer, LLC 



ABSTRACT: 

A method and apparatus for initiating a telecommunications call. A plurality of 
beacons (102) are geographically disposed in a telecommunications system (100). 
Each beacon (102n) radiates an electromagnetic carrier that is modulated with an 
identifying address (e.g., a telephone number, an Internet address) for an 
associated terminal. An identifying signal is stored in a memory (206). A 
controller (208) modulates a carrier with the identifying signal and a transmission 
element (210) transmits the carrier to allow a communications terminal (104) to 
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initiate a call to the associated communications terminal (114, 116). A wireless 
terminal (104a) includes a directional receiver (204). To initiate a call, a user 
points directional receiver (204) at a beacon. The directional receiver (204) 
receives the electromagnetic carrier and the wireless terminal recovers the 
identifying address. Wireless terminal (104) then uses the identifying address to 
initiates a call, in well-known fashion, to the communications terminal associated 
with the identifying address. 

33 Claims, 15 Drawing figures 
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DOCUMENT-IDENTIFIER: US 6351640 Bl 

TITLE: Initiating a Telecommunications call to a party based on an identifying 
signal wirelessly transmitted by the party or its proxy 



. B _ri_ef _Summary_ .Text (11) : 

Alternative embodiments of the invention provide a method and apparatus for 
initiating a telecommunications call (whether voice, video, data or multimedia) 
while avoiding many of the costs and restrictions associated with conventional 
techniques. Specifically, alternative embodiments of the present invention enable 
the initiation of a telecommunica tio ns call to a communication terminal (e.g., a 
wireless terminal, a wireline terminal, an automatic call distribution system, 
etc.) based on the reception of an identifying address (e.g., the telephone number, 
the Internet ad dress ) of the communications terminal via a directional receiver. 

.D©ta_iled__De script ion JText (3) : 

The illustrative embodiment comprises one or more "beacons" (e.g., beacons 
102. sub. 1, 102. sub. 2, . . . , 102. sub. n). Each beacon 102. sub. i advantageously 
radiates an electromagnetic carrier that is modulated with data including, among 
other things, an identifying signal (e.g., a telephone number, an Internet address ) 
of an associated communication terminal that is accessible via telecommunic a tio ns 
system 100 and addressable by the identifying signal. Paging transmitter 118 can 
provide a signal to a beacon to remotely modify, for example, the identifying 
signal for the beacon as described more fully below. The details of where beacon 
102. sub. i is located and what information it radiates will be discussed below. 

Deta iled Desc ription T ext (15): 

The operation of wireless terminal 104a is as follows. A user points directional 
receiver 204 at a beacon to receive the electromagnetic carrier radiated by the 
beacon. Directional receiver 204 recovers the identifying signal from the 
electromagnetic carrier and provides the identifying signal to processor 202, in 
well-known fashion. Processor 202 then provides the identifying signal to radio 
208, which uses the identifying signal, in well-known fashion, to initiate a call, 
via telecommunications system 100, to the communication terminal associated with 
the identifying address. 

P_et a i led _Des cript ion .Text (40): 

To facilitate privacy and restrict the number of users who can receive information 
radiated by a beacon, the user data, transmissive data and/or identifying signal 
radiated by a beacon may be encrypted, in well-known fashion. In such cases, 
processor 202 must be capable of decrypting the encrypted infor mation . Processor 
202 may be given the cryptographic key via a keypad or penpad, or via 
telecommunications system 100 . 
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ATTY-AGENT-FIRM: Workman, Nydegger & Seeley 



ABSTRACT: 

An apparatus and method for using network address information to improve the 
performance and increase the functionality of network transactions, is disclosed. 
In a client network interface device having a processor and a memory coupled to the 
processor, the memory having stored therein sequences of instructions which when 
executed by the processor cause the processor to perform the steps of: 1) accessing 
a first server over a secure data communication line to obtain a client encryption 
key, 2) accessing a second server over an unsecure data communication line to 
establish a connection with the second server, 3) encrypting inf orma tion sent to 
the second server over the connection using the client encryption key obtained from 
the first server, and 4) decr y pting informatio n received from the second server 
over the connection using the client encryption key obtained from the first server. 
The present invention further includes sequences of instructions which when 
executed by the processor cause the processor to perform the steps of, 1) 
connecting to an unsecure server over an unsecure data communication line to 
perform unsecure portions of a data transaction, 2) disconnecting from the unsecure 
server; and 3) connecting to a secure server over a secure data communication line 
to perform secure portions of the data transaction. 

52 Claims, 16 Drawing figures 
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L25: Entry 15 of 16 File: USPT Jan 19, 1999 



DOCUMENT- IDENTIFIER: US 5862220 A 

TITLE: Method and apparatus for using network address information to improve the 
performance of network transactions 

Abstract Text (1) : 

An apparatus and method for using network address information to improve the 
performance and increase the functionality of network transactions, is disclosed. 
In a client network interface device having a processor and a memory coupled to the 
processor, the memory having stored therein sequences of instructions which when 
executed by the processor cause the processor to perform the steps of: 1) accessing 
a first server over a secure data communication line to obtain a client encryption 
key, 2) accessing a second server over an unsecure data communication line to 
establish a connection with the second server, 3) encrypting information sent to 
the second server over the connection using the client encryption key obtained from 
the first server, and 4) decrypting information received from the second server 
over the connection using the client encryption key obtained from the first server. 
The present invention further includes sequences of instructions which when 
executed by the processor cause the processor to perform the steps of, 1) 
connecting to an unsecure server over an unsecure data communication line to 
perform unsecure portions of a data transaction, 2) disconnecting from the unsecure 
server; and 3) connecting to a secure server over a secure data communication line 
to perform secure portions of the data transaction. 

B r i_e f _ S umma r y_ Text ( 3 ) : 

This invention is in the field of telecommuni catio ns, as it relates to the use of 
network address information for network transactions. 

Br ie r _ Summa r y_ Text (16): 

The present invention is an apparatus and method for using network address 
information to improve the performance and increase the functionality of network 
transactions. A client network interface device is disclosed as having a processor 
and a memory coupled to the processor, the memory having stored therein sequences 
of instructions which when executed by the processor cause the processor to perform 
the steps of: 1) accessing a first server over a secure data communication line to 
obtain a client encryption key, 2) accessing a second server over an unsecure data 
communication line to establish a connection with the second server, 3) encrypting 
information sent to the second server over the connection using the client 
encryption key obtained from the first server, and 4) decrypt ing__ in format ion 
received from the second server over the connection using the client encryption key 
obtained from the first server. The present invention further includes a client 
network inter face . device having a processor and a memory coupled to the processor, 
the memory having stored therein sequences of instructions which when executed by 
the processor cause the processor to perform the steps of, 1) connecting to an 
unsecure server over an unsecure data communication line to perform unsecure 
portions of a data transaction, 2) disconnecting from the unsecure server; and 3) 
connecting to a secure server over a secure data communication line to perform 
secure portions of the data transaction. 

CLAIMS: 
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1. A client network interface device having a processor and a memory coupled to 
said processor, the memory having stored therein sequences of instructions to be 
executed by said processor, said instructions comprising: 

a first instruction for accessing a first server over a secure data communication 
line to obtain a client encryption key; 

a second instruction for accessing a second server over an unsecure data 
communication line to establish a connection with said second server; 

a third instruction for encrypting information sent to said second erver over said 
connection using said client encryption key obtained from said first server; and 

a fourth instruction for dec ryptin g information received from said second server 
over said connection using said client encryption key obtained from said first 
server. 



2. A first server having a processor and a memory coupled to said processor, the 
memory having stored therein sequences of instructions to be executed by said 
processor said instructions comprising: 

a first instruction for receiving a request from a client over an unsecure data 
communication line to establish a connection with said client; 

a second instruction for accessing a second server over a secure data communication 
line to obtain a client encryption key corresponding to said client; 

a third instruction for decrypting inf orma t ion received from said client over said 
connection using said client encryption key obtained from said second server; and 

a fourth instruction for encrypting information sent to said client over said 
connection using said client encryption key obtained from said second server. 
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